Security Profile Supplier Questionnaire

Vendor: Arder
Factory: Long Xing international Inc.

Factory Representative: Angela Lee

Title: vice general manager

Date of interview: Dec.19.2011

Interviewed by: Alex Chen
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1. Personnel Security

MARE

Item Requirement Yes / No Detail Notes
1 EH B3R R/&B 45 x:

1.1 *Before your company hires a person, does your company X/ O
require the person to complete a written job application?
RIZEN EEAEHEERNUAER?

1.2 *Do you screen job applicants using the following background O/ Og Not Applicable - Do Not
checks? (Select all that apply) Conduct Background
RATDEAARREEUATZESTE(2EEMEAZ WA ) Checks

T A-REEERTE

X/ O =Criminal Background Check
LRESHEE

O/ X Financial Background Check
/ Credit Report
WMEBRESFE / MBURE

O/ X Drug and Alcohol Testing
HLYREN B

X/ O Driver History
BRigR

X/ O *Unexplained Gaps or
Periods of Unemployment
7o B 5 ) sk ol R i)

Oy O All of the Above
UERE

O/ d None Of the Above
DEER

1.3 Are you permitted by your government to conduct background X, O
checks on prospective employees and existing employees?
FREABIAMFBFTINNEERAGATIEESTFE?

1.4 *Do you verify work history and references stated on X/ O
applications submitted by job applicants? (Mark all that Apply)
BEERERPEZ BRI RIBURERL AR ?

1.5 *Do you have a written code of conduct or policy that addresses X/ O
security violations by employees?

FEPEFURBERACFERZZZAT ?

1.6 Might you re-investigate a current employee based upon risk X/ O
assessment and/or other certain considerations?
BEERARITERELERMN AR A TBERE ?

1.7 *Does your employee termination/separation procedure X/ O *Retrieval of Identification
address the following? (Select all that apply) Badges
R ZERZME ZBFEE(EERMRE RAZWAE) W B TAHEE

X/ O *Retrieval of Access Cards
and/or Keys
W eI S IR BIE R R

X/ O *Termination of Alarm codes
LI HER YR

X/ O «Notification of Security
and/or Receptionist
H BIRESK

X/ O *Termination of Computer

Access
£ T E A FER
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X/ O *All of the Above
UEER

O/ O None of the Above
UEER

1.8 *Do you maintain employment records with current contact X/ O

information at all times?

FEA R HEFEETREFE2RTiER ?
2. Physical Security &fa&%
ltem Requirement Yes / No Detail Notes
W E BER BR/& 4R 7

21 *What materials are the walls and roof of your buildings made 0/ X Aluminum Sheet
of? Metal/Corrugated Metal
Bz ERERRIERAMFAME K ? A I BRERE

O/ X Steel Sheet Metal/Corrugated
Metal
WE I BRREE

O/ X Wood
R

X/ O Concrete/Reinforced Cement
BRIk

X/ O Brick/Masonry Block
FER | AR

O/ X Plastic or Fiberglass
BRRFERE

O/ X Solid Roof with Open Walls
B2 X1

O/ X Solid Roof with Fenced Walls
BEME2XTE

O/ 0 None of the Above (please
specify construction in notes)
NEEBR(ETHFEEEH)

X/ O *Qverall construction of the
facility resists unlawful entry
EAEHEER 1k FEHA

2.2 *If you store cargo outside, is the exterior yard or cargo storage X/ O
area enclosed with fencing?

MHEPERTHE LN MEEXXEREEMERO ?

2.3 *Are employees and visitors parking area separated from cargo X/ O
handling and storage areas?
RIRGEZEERRBSEKXHEIT?

2.4 *Do you have locks on all external and internal doors, windows, X/ O
gates, and fences?
=ERAEI]. B, AREMSE LS ?

2.5 *Are all areas inside and outside your facility, including parking X/ O
areas, well-lit?

I/ SEEAN UEZEERRBHEEBRA ?

2.6 Do you store domestic, international, high value, and hazardous O/ X
goods in separate locations within your warehouse?
BEFAEm. BRER. it tERERERIFEFETHE?

2.7 Do you have fences or other barriers separating domestic, O/ X
international, high value, and hazardous good?

BERAEME AR, EfRttR. NERRERRIET?

2.8 *Is your facility protected by security systems and/or security O/ X Electronic Burglar Alarm
personnel such as the following: (Select all that apply) System *Must have at least
EREERASIRZAME AZREZ? BREBETFERRS one of the mentioned

X/ O #Surveillance security system

Cameras/Closed Circuit
Television (CCTV)

(#Preferably security
guards and/or




B WAL/ AREW
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mentioned cameras)

X/ O #Cameras Monitored by AT ERL —T0
éOﬁa_ldPeésonn'?I aCnd/or EEER R
utside Security Company 3 =0
FREASARRRAAE | e
KB
O/ X Alarm Monitored by Outside
Security Company
IRRZARALEEERRES
X/ O #Security Guards on Duty
After Business Hours
HINEMIMIBREART
X/ O #Security Guards on Duty all
of the time (24 hours per day,
7 days per week)
FAENBHERZARF(E
EH+X SXHI/NET)
O/ X Security Dogs/Canine Units
ER/EBERA
X/ O Security Gate or Gate House
Monitored by Employee or
Security Guard
RIRRREEEK]
O/ X Area Patrolled by Local Law
Enforcement
LA R KIE
O/ gd Other Security Systems
HERZRE
O/ O None of the Above
NEER
2.9 Are your buildings, fences, and gates periodically inspected for X/ O
damage?
FEEHRERERY. M, K\E?
2.10 | Do you have an internal security department? X/ O
THARBRERE 7
2.1 Is your facility located within an area such as a Free Trade X/ O
Zone (FTZ), airport, or seaport, that is government controlled?
I RENTEHRRBX. GEEREN AZHFEE?
3. Physical Access Controls PR3 A4l
Item Requirement Yes / No Detail Notes
mA B3R R/&® 4 7
3.1 *Do you have the following physical access controls? (Select all X/ O Photo Identification Badges for | * Must have at least
that apply) Employees one of the items
REBUTIRBIES( 2EREFE A2mA) Bt AR B9 R TAE selected.
O/ X Electronic Proximity/Swipe MR ERD —
Card Keys EHERR WA
BFRNE
O/ X Electronic Buzzer/Release
Doors
BFi14
O/ X Security Guard Checkpoints
RERER
Oy O All of the Above
UE®E
Oy O None of the Above

RS




3.2

Is employee access within your facilities limited to only those
areas needed for the performance of their job duties?
RAIRBERAHASHIEEXZI KX ?
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3.3

*|s the issuance and recording of keys, alarm codes ,
combinations to locks, electronic card keys, and similar access
devices controlled and monitored?
REMBARZRHRIZR, BiREmD, BFRME, RBINES,
HE HE%E?

3.4

*Do you positively identify visitors when they arrive at your
facility and restrict their access within your facility?

BHEEEL B AEEHIERIEEHR HHATHANZEE ?

*Visitors Must Present Photo
Identification

B R i R 2 5 ADIE PR

*Logbooks are Kept Showing
Visitor's Name, Company
They Are Represent, Purpose
of Visit, and Entrance/Exit
Times
EXELaEFEREES. AF
E#, By, HIpREREA, Rt
et E &

*Visitors Must Wear A Visitor
Badge or Similar Identification

R LG EIESRRR S

*Visitors Must be Escorted by
Security Personnel or Other
Employees

HEAHREZR AATRE

X/

*All of the Above
HUEER

O/

None of the Above
UEES

3.5

*Do you positively identify vendors when they arrive at your
facility and restrict their access within your facility using the
following measures? (Select all that apply)
MEFEET B FEEHIERESHREE AHAZEE?
(EBFE RAZWE)

X/

*VVendors Must Present Photo
Identification

e R R 5 2 & AHIE
]

*LLogbooks are Kept Showing
Vendor's Names, Company
They Represent, Purpose of
Visit, and Date/Time In and
Out of the Facility
EXELEFEFELEE. 28
EM, By, HIpREREA, Rt
H R &

*Vendors Must Wear a Badge
or Similar Identification

B EME £ FIERSEAURA
7l

*VVendors Must be Escorted in
Certain Sensitive Areas
HEEmABHRER AR T
&3 A Uk X i

+All of the Above
HUEER

Y

None of the Above

LLEEE

3.6

Are arriving packages and mail periodically screened to detect
potential security or health risks?

B ZERERXHERREEHEERE?

X/

3.7

*Do you have procedures for identifying, challenging, and
addressing unauthorized persons attempting to enter your
facilities?
RREPHEFRRNAREIRELEREZFATALTHAI ?
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4. Procedural Security RFZE2

ltem

mA

Requirement

ER

Yes / No
B/H

Detail
I

Notes

)

4.1

Do you notify your foreign customers and supply revised
commercial documentation in the event of changes to the actual
shipped goods or changes in the actual quantity of goods being
shipped?

R ENERIEBEERRE FE FENZEFRRE
X ZE 2

X/ O

4.2

Do you provide commercial documentation to the foreign freight
consolidator or carrier prior to actual exportation from the port of
lading?

TEREBHOK G AERMEXZELIHFizE Rizh

NFE?

4.3

*Do you verify the quantity of product being shipped against
purchase orders?
BERRE ZBERBSTE-H?

44

*Do you positively identify drivers delivering or receiving cargo
before cargo is received or released?

TREO®EEEEHLEANEH ?

4.5

*Do you have procedures to ensure products are properly
marked, weighed, counted, and documented?

FETHERFABRERZINE, BB, BERIXMHENERS?

4.6

Do you have procedures for tracking the timely movement of
goods?

AEPERFN ZEHmz EHE 2

4.7

*Do you have procedures for notifying Customs and/or local law
enforcement agencies in cases where unusual incidents or
illegal activities are detected or suspected?

YHERLE FIESBHHE FFIN FEPEEFN B
KRIBEENAE ?

4.8

*Do you review security procedures on a periodic basis to
prevent unauthorized access to facilities, equipment, and
cargo?

FEEHEERZEFU LRLFAALERA RNiRE, X
B

4.9

*Do you have internal controls for the selection of vendors?

NHEF2EEFRELETRN Tk ?

4.10

*Do you have written security standards or requirements for
your vendors?

FELTHEBPEHNRZITEREZEER ?

4.1

Do you use financial assessments to evaluate your vendors?

BENROEEEENS TG 2

4.12

*Do you discuss security issues with your vendors?

BFESHRNEEETRARAR ?

4.13

Have you obtained a certification in a supply chain security
program being administered by a foreign Customs
Administration? If so, indicate specifics in notes section.

BERBINEBRR 2 HBER2INE ?WF B THEEEH
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5. Computer System Security

HEIRERS

ltem Requirement Yes / No Detail Notes
mA B3R R/& 405 7
5.1 Do your employees use a computer system? X/ O
FNRTEBERITHENRLS ?
5.2 *Are your computer systems protected with the following O/ Og Not Applicable - Do Not Have a
security measures? (Select all that apply) Computer System
ROTENREEEEUAT 2R (2EEMEA 2WA) T A-REHENRS
X/ O *Individual Accounts and
Passwords are Created for *If answer to 5.1 is
Each Employee “Yes”, then all
B—RATN MIMWAFEHRK | itemsare
RIG mandatory.
X/ O *Passwords are Changed ~E5.1 ZikER"
Periodically 2", MEERFEH
ZHRAEHBEX BRYUFR R
X/ O *Computer Security Policies and
Procedures Have Been Written
EPEHNTENRZBERERER
X/ O *Employees Have Been Trained
on Computer Security Rules
RIBEZUENRZFUZIE
Yl
X/ O +System Access is Monitored
ROz ERHZRR
X/ O *Employees Who Violate
system Rules Can be Punished
RIBRASTUFZLT
X/0Od «Firewalls and/or Anti-virus
Software used
BERENE Rk ERHM
X/ O Other Computer Security
HEitENRE
X/ O All of the Above
HEER
Oy O None of the Above
DEER
5.3 *Do systems require periodic changes of the password? X/ O
RORTNEEHERRS ?
54 =Are IT security policies, procedures, and standards in place X/ O
and provided to employees in the form of documented training?
WNHEAREZRZEE, BEFENE REEHEZEYIER?
5.5 |s there a documented system in place to identify the abuse of X/ O
IT including improper access, tampering or the altering of
business data?
REBRFRASGURBZART BEFTHNFR, EHEHK
B 2
6. Security Training and Threat Awareness ZZEiREBHLEIR
ltem Requirement Yes / No Detail Notes
mA ER B/R I 7
6.1 *Do you provide a security awareness program (C-TPAT) to X/ O *Have documented security
employees? training that covers items
BEEY—EZZ2RREERFRAI? related to C-TPAT.
BHITRBINE HAEXHER
6.2 Does your security awareness program address the following: O/ Od Not Applicable - Do Not Have a

(Select all that apply)
FHZ2BRREEECEEME A2WA)

Security Awareness Program

T RA-REREERRE
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O/ X Internal Conspiracies
B %
X/ O Cargo Security
HwYEE
X/ O Facility Security
RERR
X/ O Unauthorized Access
KRR ZHEA
X/ O Security Incident Reporting
BERRE2RE
X/ O Procedures
B
X/ O Theft Prevention
T
X/ O Other Specialized Training for
Specific Employees
HeRERIFEERT
O/ O All of the Above
UERE
O/ O None of the Above
DEER
6.3 Does your company policy allow employees to be recognized X/ O
and rewarded for active participation in security controls?
WNEHSFREEFIZAL B 2BATFRIANNRE ?
7. Container Security #H#EZR2
Item Requirement Yes / No Detail Notes
mH EXR B/R I 3
7.1 Do you load ocean containers or truck trailers that are sent to X/ O
the U.S.?
FEERAKERELE HKYIXE?
7.2 Do you affix seals to ocean containers or truck trailers prior to X/ O
departure from your facility?
HIERIEES B FEMEREHE?
7.3 *How do you obtain seals that are affixed to ocean containers or X/ O From trucker picking up the
truck trailers? (Select all that apply) container or trailer at your facility
REMRBRZEHEK(2ERME AZmMA) FIr K EAREM
X/ O Directly from the ocean carrier or
truck trailer
HEMNUED Sk
O/ X You maintain a stock or inventory
of seals
I EEREHEZER
O/ X Seals are affixed by the carrier or
consolidator at their facilities
REHFAZARALBFTHE R
FmE
LI/ X | Other
HE
O/ O | Allof the Above
UERE
O/ O None of the Above
NEER
7.4 Do the seals meet or exceed the current PAS 1Z27Standards X/ O
for high security seals? *If 7.2 is “Yes”.
REEFEAFTER TFPAS17712 itz ZTEMHEK? Then these
7.5 Are seals kept in a safe and secure place such as a locked file X/ O sections are
cabinet or safe? mandatory.
ZERHEREBERTELYZIEASHEEREZ S ? “BT.2 ZIEFER
7.6 Is a designated person responsible for maintaining and X/ O =", WEmRE
distributing the seals? I B IR AR
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REHRXREH—NUEEATARRERSD ? ="
7.7 *Do you have documented procedures addressing the X/ O
notification of the steamship line, consignee, local law
enforcement, or Customs if a compromised container, trailer or
door lock has been detected?
EEEPHEHERFN A RHEEWAR. thE, HiEENHR
BARXRTEEZNKE, BAHLZ2HEFZRR?
7.8 *Do you have written procedures requiring that empty ocean X/ O *Multi - point inspection must be
containers or truck trailers destined for the U.S. be inspected done on all containers or trailers
before loading? (Select all that Apply) to detect false walls, hatches,
NEEXEZHE RTEFHEFERELRKL A LREZHKIE ? damage or other security issues.
CEIRFTE AZWA) MIESZ RRE UBREEREK
ERNHTHREKR. BAFHEZZR
2
X/ O =Container or trailer door locks
must be inspected
YR EHRERE L 28
X O «Written procedures
PEHERF
O/ d Not Applicable - Do not load
ocean containers or truck trailers
at this facility
T B - REER R#HTHRER
BECERE
7.9 *Are documented procedures in place for reporting and X/ O
addressing unauthorized entry to containers, trailers or
container storage areas?
AEPHEFRURERIEFRAZLETFATHERHEARIEFEKX
5
7.10 | *Are ocean containers or truck trailers stored overnight secured X/ O Padlocks *Must have at
by the following: (Select all that apply) HH least one of the
N BERZHERKEBTAXEUT ZREHE(ERHME X/ [ | Seals items selected.
AZMA ) BEHE ~BARERBD
O/ X Ultra-High security seals, such as | —REHERRZ
"J-bar" locks it
B RRMHE WIS
O/ X Other locking devices
HE8iA
O/ X Back container doors against a
hard surface, such as a building
wall or concrete dock
FEMNEWEENRE MAEH
O/ X Keep containers or trailers in a
secured, fenced-in yard with
guards and closed- circuit
television
FHESHEERT -L%2. F
BEEAERZRARMABEUAI S
O/ O N/A - Because loaded containers
or trailers are never stored
overnight
T A-BANFRTFHRERKLE
B B
O/ O | Allof the Above
UERE
O/ O None of the Above
DEBER
Remark :

- ltems with = are critical points. Any “NO” result for these items must be taken seriously and requires corrective action immediately.
- Items with # are preferably items.

- End -
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